55 44 %55 10 ] BOfE ¥ W Vol.44 No.10
2023 4E 10 A Journal on Communications October 2023

BT X R AR A L BUE 0 F

g, AR, BE°’

(1. TR RE RN 530S TR SR, VL% FHVT 212013; 2. VLR RERESAE TRYR, TJF 8T 212013)

O KPR T —MEARTEMES R EEATE R Z I E M. R0 X PR AR AT IE R, BUREURE
BBV SR X b &t B B P B L . BB RIRRAARY, P B T tEme i 8 . 54k, AR
NS, PR ERAMERIE RS REE AR, Nk, T XM GEA AR, R % SCRME 8 3L
% (CP-ABE) HiEETH T —ERE. W R RIS R Z 8 ml il &k, RAT M
SCORME JE R N B B, D P s T AR . ok, R BE G LSRRI E S FRBIR R, TR R
SRR RERAE . TR, BT VMM AR HOE TE R B R B RS O(1), W s se SR e K )G, &
SRS TR SR IO UE B T BT 4R WL 2 A AT T AT

KRR XS MEEALEUR SR YR TR

FE 5SS TP309

NHEMRERD: A

DOI: 10.11959/j.issn.1000—436x.2023177

Blockchain-based noisy data sharing control protocol

XIE Qingging', YANG Nianmin', FENG Xia®
1. School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang 212013, China

2. School of Automotive and Traffic Engineering, Jiangsu University, Zhenjiang 212013, China

Abstract: Blockchain provides a trusted channel for information sharing in an untrusted network. However, blockchain
ledgers are public and transparent. Hence, the sensitive data stored in plaintext on the blockchain will compromise user
privacy. Considering privacy preservation, users are more inclined to provide noisy data. And in different application
scenarios, the level of data noise that users need to provide also varies. To this end, a secure, efficient, and searchable
noisy data sharing control protocol was proposed based on the blockchain and smart contract technology with the cipher-
text policy attribute-based encryption (CP-ABE) algorithm. First, an outsourced CP-ABE algorithm was introduced to
reduce the computing burden on the user side. Secondly, smart contract was implemented to perform data search on ci-
phertext, which could prevent malicious operations by malicious servers. Third, the proposed protocol reduced the data
update complexity to O(1), which is friendly to the scenarios with real-time data update. Finally, security analysis and
simulation experiments demonstrate the security and feasibility of the proposed protocol.
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